
Ad Tech

Ad tech, short for advertising technology, refers to a range of software and tools that enable the
management, delivery, and targeting of digital advertising. It encompasses various technologies and
platforms that facilitate the buying and selling of advertising space across digital channels such as
websites, mobile apps, social media platforms, and other online mediums.

Ad tech solutions are designed to optimize the process of planning, executing, and analyzing advertising
campaigns, aiming to maximize the effectiveness of digital advertising efforts. This can include the use of
data-driven targeting, real-time bidding, ad serving, ad exchanges, demand-side platforms (DSPs),
supply-side platforms (SSPs), and various other tools and technologies that help advertisers and
publishers reach their desired audiences more efficiently.

The ad tech industry continues to evolve rapidly, incorporating advanced analytics, artificial intelligence,
machine learning, and other innovative technologies to enhance ad personalization, improve ad
performance, and provide a more seamless and targeted advertising experience for both advertisers and
consumers.

Geolocation Metadata from Smart Device Applications

Geolocation metadata derived from smart device applications refers to the information collected and
associated with the geographic location of a smart device, such as a smartphone, tablet, or wearable
device, during the usage of various applications. This type of metadata provides valuable insights into the
geographical movements and interactions of users within the context of their application usage.

Geolocation metadata can include specific data points such as latitude, longitude, altitude, and timestamp,
as well as additional contextual information such as speed, direction, and accuracy of location. This data
is typically derived from built-in GPS (Global Positioning System), Wi-Fi, cellular network signals, and
other location-based technologies that enable smart devices to determine their precise or approximate
geographic position.

With the help of geolocation metadata, smart device applications can offer location-based services,
personalized content, targeted advertising, and enhanced user experiences. Additionally, this data can be
utilized for various purposes, including analytics, location tracking, mapping, navigation, and the
development of location-based applications across a wide range of industries such as transportation, retail,
social networking, and healthcare.



Key Differences

Ad tech and geolocation metadata derived from smart devices are distinct concepts related to the digital
advertising and data tracking fields. Here are the core differences between the two:

1. Nature and Purpose:
- Ad Tech (Advertising Technology): Ad tech refers to the technology and tools used in the digital

advertising industry to plan, create, deliver, optimize, and analyze online advertising campaigns. It
involves various components like ad servers, demand-side platforms (DSPs), supply-side platforms
(SSPs), and more. Ad tech focuses on serving ads to target audiences, measuring ad performance, and
optimizing ad placements.

- Geolocation Metadata: Geolocation metadata from smart devices pertains to the data related to the
physical location of a user's smart device. This data includes information such as latitude, longitude,
altitude, speed, and more. Geolocation metadata is collected from devices with location-aware capabilities
and is used for various purposes, including location-based services, mapping, navigation, and user
insights.

2. Industry and Application:
- Ad Tech: Ad tech is primarily associated with the digital advertising industry. It is used by advertisers,

publishers, agencies, and ad networks to manage and optimize online advertising campaigns across
various channels, including display, video, mobile, and social media.

- Geolocation Metadata: Geolocation metadata is not limited to advertising but has a broader range of
applications. It is used in various industries such as transportation (e.g., GPS navigation), retail
(location-based marketing), healthcare (patient tracking), and social networking (check-ins). It can also be
used for analytics and location-based insights.

3. Use Cases:
- Ad Tech: Ad tech is used for targeting users with relevant ads, tracking ad impressions and clicks,

retargeting, and measuring the effectiveness of advertising campaigns. It involves real-time bidding
(RTB), programmatic advertising, and other methods to deliver ads to specific audiences.

- Geolocation Metadata: Geolocation metadata serves diverse use cases, including providing users with
location-based information and services, tracking the movement of assets (e.g., delivery vehicles),
analyzing foot traffic in physical stores, and enhancing user experiences through contextual information.

4. Data Privacy and Consent:
- Ad Tech: The use of ad tech, especially for personalized advertising, is subject to various privacy

regulations, and it often requires (affirmative) user consent for data collection and tracking.

- Geolocation Metadata: The collection (passive) and use of geolocation metadata already has user
consent based on the opt-in features within each app and smart device. Users have granted permission for
applications to access their location data, in complete GDPR compliance.

In summary, ad tech is specific to the digital advertising industry and focuses on delivering targeted ads to
users, while geolocation metadata from smart devices encompasses a wider range of applications related
to location-based services and insights. Both areas involve privacy considerations and user consent, given
the sensitive nature of location data.



Risks of Ad Tech

Using ad tech for intelligence operations can potentially pose various risks, particularly when it involves
the unauthorized collection of sensitive information or the manipulation of data for covert purposes. Some
of the key risks associated with the misuse of ad tech for intelligence operations include:

1. Privacy violations: Ad tech may involve the collection of extensive user data, and when this data is
obtained without consent or used for purposes beyond the scope of advertising, it can lead to severe
privacy violations.

2. Data breaches: The large-scale collection and storage of user data through ad tech mechanisms can
make systems more vulnerable to data breaches, potentially exposing sensitive information to
unauthorized parties.

3. Manipulation and misinformation: Ad tech platforms can be misused to spread misinformation or
manipulate public opinion through targeted advertising, leading to potential social and political
ramifications.

4. Legal and regulatory implications: Misuse of ad tech for intelligence operations can violate privacy
laws and regulations, leading to legal consequences for the individuals and organizations involved.

5. Erosion of trust: When users discover that their data has been exploited or misused for intelligence
purposes, it can significantly erode their trust in digital platforms and lead to a widespread loss of
confidence in the technology and advertising industry.

6. National security concerns: The use of ad tech for intelligence operations can raise significant national
security concerns, especially if sensitive information falls into the wrong hands or is used to undermine
the security of a country or its citizens.

To mitigate these risks, it is essential for regulatory bodies to enforce stringent guidelines and regulations
to ensure that ad tech platforms adhere to ethical data collection and usage practices. Additionally,
companies and organizations must prioritize transparency and accountability to build and maintain user
trust, ensuring that data is collected and utilized responsibly and in compliance with privacy laws and
regulations.



Level of Effort

The difference between ad tech and geolocation metadata derived from smart device applications can
indeed be understood in terms of the effort involved, as ad tech typically requires active engagement and
complex campaigns, while the collection of geolocation metadata from smart devices is generally more
passive. Here's a breakdown of the differences:

1. Ad Tech Effort:
- Active Campaigns: Ad tech involves active efforts to create and deploy advertising campaigns, which

often require strategic planning, content creation, targeted audience research, and continuous monitoring
and optimization.
- Resource-Intensive: Implementing ad tech strategies demands significant resources, including time,

manpower, and financial investments, to design, execute, and manage various advertising initiatives
across multiple platforms.
- Proactive Engagement: Ad tech requires proactive engagement with the target audience through

various promotional activities, including display ads, social media marketing, email campaigns, and more.

2. Geolocation Metadata Collection Effort:
- Passive Collection: Geolocation metadata derived from smart device applications typically involves

passive data collection, where location-based information is gathered automatically from user devices
without requiring active participation or interaction.
- Background Data Acquisition: Smart devices continuously generate geolocation data as a part of their

standard functionality, without users' direct involvement. This data is often collected in the background as
users navigate through their daily activities.
- Minimal User Effort: Users may not be aware of the collection of their geolocation data in real-time,

as the process does not necessitate their active engagement or explicit participation.

Understanding these distinctions is vital for comprehending the contrasting nature of ad tech and
geolocation metadata derived from smart device applications in terms of the effort required for their
implementation and utilization.



Sovereign’s Advantage

Sovereign's advantage lies in its capability to anonymously and passively collect extensive geolocation
metadata from a vast network of smart device applications. With access to data from over 700 million
devices and the ability to generate 17 billion geolocations daily, Sovereign possesses an unparalleled
depth of information. Furthermore, its historical database includes a comprehensive activity record from
over 215 countries, providing a global perspective that spans three years. This rich and expansive dataset
enables Sovereign to offer insights and analytics with an exceptional level of depth and breadth, fostering
a comprehensive understanding of global trends, patterns, and behaviors related to geolocation data.

The Aurora:GeoStudio® platform offers a significant advantage in the analysis of geolocation metadata
and other location-based data, providing robust data enrichment for context and invaluable network
intelligence for national security agencies. Its key advantages include:

1. Comprehensive Data Enrichment: Aurora:GeoStudio® efficiently enriches the collected geolocation
metadata with various contextual information, such as demographic data, social trends, and regional
insights. This process enables a comprehensive understanding of the underlying patterns and behaviors
within the data, leading to more informed decision-making and strategic planning.

2. Advanced Geospatial Analysis: The platform leverages advanced geospatial analysis techniques to
identify and visualize complex relationships within the data. This capability allows for the identification
of critical hotspots, trends, and potential threats, providing national security agencies with actionable
intelligence to enhance their strategic operations and response protocols.

3. Predictive Analytics: By integrating predictive analytics capabilities, the platform can forecast potential
future trends and threats based on historical data and existing patterns. This feature empowers national
security agencies to proactively prepare for and mitigate potential risks, contributing to a more proactive
and preemptive security strategy.

4. User-Friendly Interface: The Aurora:GeoStudio® platform is designed with a user-friendly interface
that facilitates easy data interpretation and seamless collaboration among security analysts and
stakeholders. Its intuitive visualizations and customizable reporting tools enable efficient communication
of critical insights and actionable intelligence to relevant decision-makers within the national security
ecosystem.

5. Vetted: The Aurora:GeoStudio® platform has received successful validation and vetting from another
esteemed UK Government agency, underscoring its reliability, security, and effectiveness in handling
sensitive geolocation data for national security purposes. This endorsement highlights the platform's
robust capabilities and adherence to stringent standards, ensuring that it aligns with the stringent
requirements and protocols necessary for handling critical data within the realm of national security.

By leveraging the comprehensive capabilities of the Aurora:GeoStudio® platform, national security
agencies can enhance their ability to monitor, analyze, and respond to geolocation data effectively,
thereby strengthening their overall security posture and ensuring the protection of citizens and critical
infrastructures.


